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TOM TAT

Trong bai bao nay, chung toi thiét k&é va mo6 phong viéc két ndi va diéu khién mot
tap cac thiét bi IoT (Internet of Things) trong nha thong qua mang Wifi hodc mang
thong tin di dong. Ngoi nha duoc thiét ké thong minh gitup cho cha sé hitu kha
nang tuy chinh, gidm sat va theo déi cac thong s6 moi truong trong nha mot cach
linh hoat. Dya trén phan mém moé phong Packet Tracer 8.2.2 cua hang Cisco,
ching toi xay dung ba kich ban twong tng véi ba ting dung khac nhau cho hoat
dong ctia ngdi nha thong minh. Két qua chi ra réng, cac thiét bi trong nha cé thé
két ndi va diéu khién thanh céng trong ca hai treong hop c6 nguoi diéu khién hodc

hoat dong tu dong dua trén cac diéu kién 1ap trinh dinh trudce.

Tt khoa: Packet Tracer, IoT, nha thong minh.

1. MO PAU

Internet of Thing (IoT) dwoc hiéu moét cach don gian la mang két ndi va diéu
khién cac thiét bi va cam bién thong minh thong qua mang Internet [1]. Cac thiét bi va
cam bién nay c6 thé duoc st dung dé thu thap va chia sé dix liéu trong cung mot mang
noi bo hodc mang bén ngoai [2].

IoT da tro nén pho bién nho su phat trién ctia cac bo vi xt Iy nho gon véi kha
nang két noi linh hoat gitra cac thiét bi lai véi nhau. Bén canh d6, cac cam bién cling
dwgc nghién ctru va san xuat hang loat, déng gop vao sy phat trién rong rai cac tng
dung IoT trong cac linh vuc khac nhau cua doi song nhu: Nang lugng thong minh, stic
khoé thong minh, san xuat thong minh, thanh phé thong minh hay nha thong minh [3-
5].
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Mic du IoT da dan tré nén pho bién trong cac cong ty, tap doan 16n, chu quan
ly c6 thé mua c4c gdi thiét bi 0T sdn c6 vé st dung cho cong ty. Tuy nhién, cc thiét bi
IoT trén thi tredng van con han ché vé chiic nang va gia thanh cao nén day la mot rao
can khad 16n can phai vuot qua dé IoT c6 thé duoc chdp nhan st dung rong rai dén tan
cac ho gia dinh. Vi vy, viéc nghién cttu va phat trién cac chitc nang tuy bién cua thiét
bi IoT van can tiép tuc phét trién manh mé hon nita. Nhw chiing ta da biét, dé phét
trién cac thiét bi IoT theo nhu cau ca nhan hod cta titng nguroi, nha phat trién doi hoi
phai dau te mot s6 luwong 16n cac thiét bi vat ly, cdu hinh riéng ting thiét bi va chay
thr nghiém nhiéu lan dé€ dat duoc két qua mong mudn. Diéu nay sé lam tang gia thanh
thiét bi rat cao. Vi vay, viéc lea chon mot cong cu mo phong dé€ trién khai y tudng
trude khi bat tay mua sam thiét bj d& lam thuc t& 1a mot huwdng duoc nhidu nha phat
trién lya chon.

Cisco la mét cong ty hang dau thé giéi vé thiét bi mang va giai phap mang.
Cong ty da phat trién phan mém Packet Tracer cho phép nguoi st dung mién phi dé cé
thé mo6 phong va thiét k€ cac mo6 hinh két ndi IoT dua trén mot s6 luwgng rat 16n cac
thiét bi IoT sdn c6 [6]. Day 1a diém khdac biét so véi cac phan mém hién cb trén thi
treong. Ngoai ra, mot ddc diém ndi bat khac ctia phan mém la ¢d thé ty tao ra mot thiét
bi IoT véi cau hinh riéng theo ¥ nguoi sit dung. Phan mém c6 thé ho tro 1én dén 3 ngon
ngtt 1ap trinh: Python, Java Script va Visual Blocky [7].

Hién tai da c6 mot s6 lwgng dang ké cac cong trinh nghién ctru dwgc cong bd vé
cac tng dung va giai phap lién quan dén st dung phan mém Packet Tracer cua hang
Cisco. Vi duy, trong bai bao [8-9] chi tap trung diéu khién cac thiét bj trong nha trong
cung mot mang ndi bd thong qua song Wifi. Mot vi du khac [10] d@ mo rong diéu
khién cac thiét bi thong qua mang di dong bén ngoai, tuy nhién sd luwong thiét bi va cac
kich ban diéu khién chua da dang.

Trong bai bdo nay, chting t6i thiét ké va md phong nha théng minh hd tro da
dang nhiéu thiét bi IoT hon, ddc biét la kha nang két n6i véi mang di dong bén ngoai
dé€ quan ly va diéu khién cac thiét bi IoT nay. Cu thé, chung t6i da xay dung ba kich
ban cho hoat dong ctia ng6i nha thong minh. Kich ban tht nhat la xay dung hé thong
cam bién ty ddng d€ do cac thong s6 mai treong va co kha nang hién thi trén man hinh
dién thoai di dong hodc man hinh riéng bd tri trong nha. Kich ban tht hai 1a xay dung
hé thdng déng mo chra tyw ddong cho garage xe. Va kich ban cudi cung la xay dung hé
thong camera an ninh, canh bao su xam nhap trai phép cta cac d6i tuong khong mong
muon.
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2. THIET KE VA MO PHONG NHA THONG MINH
2.1. So d6 tong quat diéu khién hé thong nha thong minh

M5 hinh hoat dng cta nha thong minh duoc diéu khién thong qua mang ndi
bd hodc mang bén ngoai duoc chi ra & (Hinh 1). Hé thong trién khai bao gom bon phan
nhuw sau: mang nha thong minh, mang Internet, may chu IoT ctia nha cung cap dich vu
va mang di dong 5G.

Trong mo hinh nay, mang nha théng minh (LAN) gém cac thiét bi IoT khac
nhau duwoc két n6i véi Home Gateway (bo dinh tuyén Wi-Fi gia dinh). Day la trung
tam diéu khién va lién lac ndi bo cua cac thiét bi IoT trong nha. Phan thé hai cta hé
thong la mang dién rong (WAN) duoc két néi v6i bo dinh tuyén Wi-Fi gia dinh thong
qua Modem d€ cung cap két noi Internet cho cac thiét bi IoT. Tiép dén la may chu IoT,
day la noi dang ky cta tat ca cac thiét bi [oT d€ thong qua nd cd thé quan ly thiét bj, tw
dong hoa diéu khién va luu trie dit liéu. Cudi cung 1a hé thong mang bén ngoai lién két
dén mang ndi bo bén trong nha. Tai ddy, dién thoai thong minh duoc két noi véi thap
di dong qua mang 5G dé két ndi Internet gitip truy cap tir xa vao cac thiét bi trong nha.
biéu nay mang lai kha nang kiém soét va giam sat thiét bi cho du ¢ bat ky dau.

Modem

\ . Thiétbi IoT oT [,/ j/ MaychuloT
\ IoT / | <
|/ B /
B B _
Mang nha théng minh Mang nha cung cip dich
vu dam may
™
,_.,_/"‘ IIII
i //
Mang 5G

Hinh 1. So d6 tong quat hé thong nha thong minh diéu khién qua mang wifi va mang di dong.
2.2. Cau hinh thiét bi
Trong thi€t ké nha théng minh nay, thiét bi diéu khién (may tinh bang) chi can
két n6i dén mang ndi bo khong day WLAN (Wireless Local-Area Netwok) la c6 thé
diéu khién cac thiét bi IoT trong nha (Hinh 2). Sau khi mang WLAN duoc thiét lap, cac
hoat dong ctia hé thong IoT sé do mot nha cung cap dich vu dam may bén tht ba quan
ly, thong qua may chu dat & mang bén ngoai. Diéu nay cé nghia la cac thiét bi IoT
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trong nha sé€ két n6i va giao ti€p véi may chu tit xa qua Internet. Bén canh d6, chti nha

con c6 thé truy cap trang diéu khién, quan 1y céc thiét bi ctia hé thong IoT tir xa bang

dién thoai di dong thong qua mang 5G.

caucra A i

INTERNET

MAYCHU T

-
!

CABLE MODEM

TRAM PHAT SONG DIDONG

Hinh 2. So d6 m6 phong két ndi cac thiét bi IoT trong nha.

MAY CHU TONG DA TRUNG TAM

SIEN THOAI THONG MNH

Trong thiét 1ap nay, cac thiét bi IoT trong nha nhan dia chi mang tw dong nho

dich vu DHCP duoc cai ddt trén Home Gateway. D€ lam duoc diéu nay, Home

Gateway phai duoc cau hinh la may chu DHCP d€ cung céap dia chi IP cho cac thiét bi
IoT trong dai dia chi 192.168.0.0/24. Sau khi két ndi, cac thiét bi IoT sé dang ky két noi

7

Specifications  Physical Cunﬁﬁ Attributes

GLOBAL
Settings
Algorithm Settings
Files
INTERFACE
Wireless0
Bluetooth

v6i mdy chu IoT tir xa d€ quan ly va diéu

khién (Hinh 3).

O Top

Hinh 3. (a) Thiét 1ap may chu IoT; (b) Thiét bi IoT nhan dia chi IP ttt mdy chu.

o P Security Camers _ g
Specifications  Physical Cunﬁg Attributes
A BT
GLOBAL IMAC Address 000A 4104 AES0
O static
Settings 8sID HomeWIF|
Default Gateway 192.168.0.1
y & Algorithm Settings Authentication
DNS Server 210.190.15.20 Files O Disabled O WEP WEP Key
INTERFACE O WPAPSK © WPAZ-PSK PSK Pass Phrase HomeWIFI
Wirelesso User ID
Gateway/DNS IPv6 &7
Bluetooth O wea O WrA2 B
O Automatic
802.1X Method- MD5
O Static © © =
User Name
Default Gateway Password
DNS Server Encryption Type TKIP ~
IP Configuration
loT Server © DHCP
O None O Static
© Home Gateway IPvd Address 192.168.0.105
Subnet Mask 265265 2650
© Remote Server
Server Address  210.190.15.20 IPv6 Configuration
O Automatic
User Name HomelOT O Static
Password HomelOT IPv6 Address !
o Link Local Address: FE80--20A-41FF-FED4-AES0
Advance ) Top Advance

(a)
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Physical ~ Config DesmE Programming  Aftributes

Physical  Config Desk[ue Programming  Attributes

'eb Browser eb Browser
< > URL http://210.190.15.20 Go Stop < = URL http://nhathongminh.com/home.html Go Stop
ToT Server - Devices Home | Conditions | Editor | Log Out

Registration Server Login

» @07 Battery (PTT0810N599-) Battery

Username: /—‘
Password: \—/ » @ PHAT HIEN CHUYEN DONG (PTT08107GZA-) Motion Detector
- » @ CAMERAAN NINH (PTT0310PHSN.) Webcam
. » @ 10T Garden Lamp (PTT0810744R-) Street Lamp

Don't have an IoT account? Sign up now

» @ PIN MAT TROI (PTT0810069M-) Solar
» @ coaACcHINH (PTT0810R82M-) Door

» @ CUA GARAGE (PTT08104L3M-) Garage Door

» @ DEN THONG MINH (PTT0S10WSW3-) Light
» ' QUAT THONG MINH (PTT08102214-) Ceiling Fan
» @ COI BAO (PTT08100RGH-) Siren .,
O Top O Top
(a) (b)

Hinh 4. (a) Man hinh dang nhap vao may chu trén dién thoai thong minh; (b) Danh sach cac

thiét bi dwgc quan ly trén may chua IoT.

Dudi day la bang dia chi IP ctia cac thiét bi IoT nhan dwgc dia chi IP tir may

chu.

Bang 1. Dia chi IP cta cac thiét bi IoT trong nha thong minh

Tam pin mat troi FE3 192.168.0.109 192.168.0.1 210.190.15.20
Ac- quy Wireless0 192.168.0.113 192.168.0.1 210.190.15.20
Deén thong minh WirelessO 192.168.0.100 192.168.0.1 210.190.15.20
beén duong WirelessO 192.168.0.105 192.168.0.1 210.190.15.20
Ctra thong minh Wireless0 192.168.0.111 192.168.0.1 210.190.15.20
Man hinh nhiét d6 Wireless0 192.168.0.110 192.168.0.1 210.190.15.20
Quat thong minh WirelessO 192.168.0.101 192.168.0.1 210.190.15.20
Ctra garage WirelessO 192.168.0.104 192.168.0.1 210.190.15.20
Diéu hoa Wireless0 192.168.0.103 192.168.0.1 210.190.15.20
Phat hién chuyén dong Wireless0 192.168.0.107 192.168.0.1 210.190.15.20
Camera an ninh WirelessO 192.168.0.108 192.168.0.1 210.190.15.20
Coi bao Wireless0 192.168.0.102 192.168.0.1 210.190.15.20
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bién thoai thong minh hodc mdy tinh bang c6 thé diéu khién va quan ly cac
thiét bi IoT trong nha théng qua tng dung Web tai dia chi “nhathongminh.com” hoac
truy cap truc tiép tai dia chi 210.190.15.20/24.

Tai man hinh dang nhap, nguoi sit dung phai dang nhap dang tén nguoi dung
va mat khau do nguoi quan tri hé thong cung cdp, hé thong sé hién thi danh sach tat ca
cac thiét bi IoT da dang ky véi mdy chu [oT. Ngoai ra, cac thong tin trang thai cta thiét
bi 10T cling dwoc hién thi trén man hinh (Hinh 4). Tt d6, nguoi dung c6 thé dé dang
twong tac va diéu khién cac thiét bi thong qua giao dién truc quan nay.

3. KET QUA THUC HIEN
3.1. Hé thong diéu khién nhiét do tw dong

Kich ban nay thiét lap mot hé thong cam bién c6 kha nang do nhiét d6 va dua
ra quyét dinh bat tat diéu hoa d& dam bao ngdi nha ludn gitr & mot ngudng nhiét d6 6n
dinh. Khi nhiét d6 do dwgc tir cam bién vuot qua ngudng cai dat 30 do C thi diéu hoa
sé tu dong bat chitc ndng lam mat d€ giam nhiét d trong nha. Nguoc lai, khi nhiét do
trong nha xudng dudi 20 do C thi diéu hoa chuyén sang ché do swdi dm dé tang nhiét
dd trong nha. Bén canh do, nguoi dung ciing cé thé theo doi duoc nhiét d6 trong nha
hién tai thong qua man hinh hién thi nhiét d¢ lép dat trong nha hodc qua tng dung
trén may tinh bang (Hinh 5).

D¢ tiét kiém chi phi va nang luwgng dién st dung, hé thong nay duoc lép dat
thém mot tdAm pin mét troi va dc-quy luu trix dién. Vao ban ngay khi mit troi chiéu
sang, tam pin mat troi hap thu anh sang va chuyén hoa thanh dién nang, sau d6 dwoc
Iy trit trong dc-quy d€ stt dung khi can thiét.

Lq

Physical ~ Config Desktme Programming  Attributes

PIN MAT TREI i
HOME GATEWAY —

T < > URL hitp/nhathongminh.com/conditions html Go Stop

g 10T Server - Device Conditions Home | Conditions | Editor | Log Out
B Actions |Enabled] Name Condition Actions
= Edit | Ves DIEU HOA |CAM BIEN NHIET DO Set DIEU HOA
= Remove ‘ - lam mat [Temperature >= 30.0 °C |Status to Cooling
= Edit | Yes DIEU HOA |CAM BIEN NHIET BG Set DIEU HOA
§ Remove ‘ - sudi 'Temperature <= 20.0 °C (Status to Heating

. . = | Add |
= R ——| : E
- J ) I’.r
BEUHOA MAY TINH BANG MAN HINH NHIET 8O
(a) ()

Hinh 5. (a) Hé thong diéu khién nhiét d¢ tw dong; (b) Thiét 1ap diéu kién hoat dong nhiét do.

68




TAP CHI KHOA HOC VA CONG NGHE, Truong Pai hoc Khoa hoc, DH Hué
Tap 29, S8 1 (2025) ISSN: 2354-0842

Pong thoi, nguoi dung cé thé theo doi lwong dién ma pin mat troi san xuét ra
duoc va lugng dién con lai trong dc-quy theo thoi gian thuec tit trang web IoT (Hinh 6).
W MAY TINH BANG - O '

Physical Config Desktop Programming Attributes

'eb Browser
< > URL http://nhathongminh.com/home.html Go Stop
IoT Server - Devices Home | Conditions | Editor | Log Out
Available power 100 %
Status 99 Wh
v @ DIEU HOA (PTT081045UD-) AC
O Top

Hinh 6. Giam sét luong dién duoc san xuét va luu trit qua giao dién may tinh bang.
3.2. H¢ thong dong, m& cira garage tw dong

Hé théng dong, mo cira garage tu dong cho phép tw dong hoa hoan toan viéc
déng, mo ctra ma khong can thao tac thu cong (Hinh 7). Nho ¢ cam bién chuyén dong,
clra garage c6 thé tu ddong mo khi phat hién xe hodc nguoi dén gan. Dong thoi, hé
thdng den va quat duoc tich hop cling sé kich hoat d€ cung cdp anh sdng va lam
thoang khong khi, mang lai sy tién nghi t6i da cho nguoi stt dung. Khi khong con phat
hién chuyén dong, clta garage sé tu dong déng lai, dong thoi tat dén va quat, gitp tiét

kiém nang lugng.
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HOME GATEWAY

DEN THONG MINH  CAM BIEN

CU’A GARAGE

DEN THONG MINH  CAM BIEN

C[FA GARAGE
(a)

XE OTO

(b)

Hinh 7. (a) Trang thai khi khong c6 xe 6 t6; (b) Trang thai khi c6 xe 6 t0.
HOME GATEWAY"

HOME GATEWAY

=
=

Wi i w

MAYTINH BANC

CAME RA AN NINH

CPATHONG MINH

cHl BAD

CHUYEN BANG
(a)

| l
|
It
CPATHONG MINH

coIBAD

CHINENBONG
(b)
Hinh 8. (a) Trang thai khi khong phat hién chuyén dong; (b) Trang thai khi phat hién chuyén
dong.
3.3. Hé thong phat hién chuyén dong va canh bao

Hé thong phat hién chuyén dong la mot ting dung IoT pho bién, gitp tw dong
hda va nang cao an ninh cho ng6i nha cua nguoi st dung. Hé thong bao gom cam bién
chuyén dong, camera an ninh va coi bdo dong (Hinh 8). Khi cam bién phat hién chuyén
dong trong pham vi da thiét 1ap, né gui tin hiéu dén Home Gateway dé€ kich hoat thiét
bi coi bdo dong (hién thi mau do), dong thoi camera an ninh sé bat ché€ d¢ ghi hinh. D&

md phéng cho phat hién chuyén dong, ching toi thiét 1ap con trd chudt trén man hinh
d€ dé€ tao ra su di chuyén twong tng nhu mot nguoi dang xam nhap trai phép.
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4. KET LUAN

Bai bao da thuc hién thanh cong xdy dung mo6 phong mét hé thong nha thong
minh véi kha nadng tw ddng hoda cua cac thiét bi [oT trong nha. Pong thoi, nguoi sw
dung cd thé quan ly va diéu khién cdc thiét bi IoT ttr xa 6 moi liic moi noi.

Két qua dat dwgc cho thay cac hé thong IoT khong chi mang lai sy tién nghi, an
toan ma con hd tro tiét kiém ning lwong va nang cao hiéu qua quan ly trong nha thong
minh.

Ngoai ra, ching t6i nhan thay rang, st dung phan mém mo phong Packet
Tracer d€ mo6 phong mang lai nhiéu 1¢i ich dang ké, gitip giam chi phi va rui ro trudc
khi trién khai thuc t& cac hé thdng IoT. Hon nita, phan mém nay con hd tro dao tao,
nghién cttu mdt cach tric quan gitp nguoi hoc c6 thé tiép can va thuc hanh dé dang
hon. Trong tuong lai, chung toi s€ ti€p tuc nghién ctru md rong cac tng dung vao
trong cac linh vuc khac nhau cua IoT nhut ndng nghiép thong minh, cong nghiép thong
minh hay d6 thi thong minh.
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71



M6 phong va diéu khién két noi cdc thiét bi trong nha thong minh thong qua mang wifi va mang di djng

TAI LIEU THAM KHAO

[1] Introduction of Internet of Things (2020) [access in February 2024] at Website:
https://www.netacad.com

[2] Rawan Kh. Flifel; Student at Primary Year Program (PYP), Qassim University, Saudi Arabia
(August 2019) 'The Role of Packet Tracer in Learning Wireless Networks and Managing
IoT Devicesl', The ISC Int'l Journal of Information Security, Vol. 11(Issue.3), pp. 35-38.

[3] Mostafa Al-Emran, Sohail Igbal Malik, and Mohammed N. Al-Kabi (2020) A Survey of
Internet of Things (IoT) in Education: Opportunities and Challenges. In Toward Social
Internet of Things (SloT): Enabling Technologies, Architectures and Applications. pp 197-209,
Springer.

[4]. Anthony Bawa Maxwell Lewis Selby (2018) Design and Simulation of the Internet of Things
for Accra Smart City, Network and Complex Systems, Vol. 8, PP, 17-30, 2018.

[5]. Rania A. Tabeidi, Samia M. Masaad, and Buthayna G. Elshaikh (2019) Implementing Smart
College Using CISCO Packet Tracer 7.2 Simulator, Journal of Engineering Research and
Application, Vol 9, Issue. 4, pp 44- 39.

[6] Packet Tracer 822 (2023) [accessed in November 2024] at Website:
https://www.netacad.com/courses/packet-tracer

[71 Introduction to Packet Tracer (2019) [access in December 2024] at Website:
https://www.netacad.com.

[8]. Ghaliya Alfarsi, Jasiya Jabbar, Ragad M Tawafak, Sohail Igbal Malik, Abir Alsidiri, and
Maryam Alsinani (2019) Using Cisco Packet Tracer to simulate Smart Home, International
Journal of Engineering and Technical Research, Vol. 8, Issue, 12, pp 670-674.

[9]. Jie, Yin, et al. "Smart home system based on iot technologies." Computational and
Information Sciences (ICCIS), 2013 Fifth International Conference on. IEEE, 2013.

[10]. Pitcheri Praveen Kumar, Murali Krishna M Assistant Professor Department of Electronics
and Communication Engineering Anurag Group of Institutions (April 2019) Designing
Smart Home Using Cisco Packet Tracer 7.2 Simulator', International Journal of Research in
Advent Technology, Vol. 7(Issue. 4).

72



TAP CHI KHOA HOC VA CONG NGHE, Truong Pai hoc Khoa hoc, DH Hué
Tap 29, S8 1 (2025) ISSN: 2354-0842

SIMULATE AND CONTROL DEVICES CONNECTED
VIA WIFI AND MOBILE NETWORKS IN SMART HOME

Ngo Van Tien Dat, Nguyen Le Dang Quang,

*

Vuong Quang Phuoc, Ho Puc Tam Linh
Faculty of Electrical, Electronics and Material Technology, Hue University of Sciences.
*Email: hdtlinh@hueuni.edu.vn

ABSTRACT

In this paper, we design and simulate the connection and control of IoT (Internet of
Things) devices within a home environment via a Wifi network or a mobile
network. The smartly designed home allows the owner to flexibly customize,
monitor, and track indoor environmental parameters. Based on Cisco's Packet
Tracer 8.2.2 simulation software, we build three scenarios corresponding to three
different applications for the smart home operations. The results show that the
devices in the home can be successfully connected and controlled in both cases

with human control or automatic operation based on pre-programmed conditions.

Keywords: Packet Tracer, IoT, smart home.
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